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About This Research
This Armis research project, Public Perception of UK Cybersecurity and Cyber Resilience, intends to inform 
people working in the technology and cybersecurity industries and the Government on the state of cybersecurity 
in the UK. The research’s purpose is to affect positive change and encourage the proper steps towards building 
a more secure and cyber-resilient country. 

To achieve this, Armis surveyed more than 2,000 full-time workers in the UK to gather their thoughts on the 
nation’s cyber resilience in the UK and their own attitudes to cybersecurity. People were surveyed on their 
security best practices, their awareness of their security requirements and the risks of attacks, and their thoughts 
on how prepared the UK is to deal with significant security events.

INTRODUCTION
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Our research found that cybercrime is blighting the everyday activity of UK workers. Less than one in five UK 
workers (18%) claimed they had never been affected by any form of cyberattack. While 70% of respondents said 
they or their organization had experienced a phishing attack, data breach, or malware incident. And three in five 
UK workers (60%) have been impacted by a cyber event of some form. 

Increased awareness of the threat of cyberattacks led UK workers to claim the impact of a large-scale 
cyberattack on national infrastructure is equally as worrying as the UK going to war (both 21%). However, only one 
in five people is willing to pay to secure their online activity, which shows a significant lack of awareness about 
the risks of accessing the Internet on a daily basis.

UK workers’ responses make it clear that organisations still need to do more to protect their staff, enforce 
the usage of security tools and demonstrate the risk of cybersecurity. UK workers themselves also want their 
employers to provide mandatory cybersecurity training and are demanding more from the Government to protect 
the country from hackers, such as appointing a Minister for Cybersecurity.

EXECUTIVE SUMMARY

“Our research finds that UK workers are increasingly aware of the significance of cyberattacks, 

especially when it comes to reporting severe, large-scale events, like data breaches and 

ransomware. However, the research also finds that people in the UK aren’t fully aware of the 

significant cybersecurity risk they face on an everyday basis. 

“It’s therefore clear that we need to increase awareness beyond the risk of serious attacks by 

providing advice on how to stay secure in their everyday lives, both at home and at work. In 

fact, the British people themselves are calling on the Government, their employers, and other 

regulatory organisations to do more to help them.”
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UK workers have provided eye-opening insight into their perception of cybersecurity and how well prepared they 
are for a potential cyberattack. Not only are people and the organisations they work for being affected by security 
events, but there’s also a significant lack of best practices being applied to lower the risk of attacks.

UK workers’ responses make it clear that organisations still need to do more to protect their staff, enforce 
the usage of security tools and demonstrate the risk of cybersecurity. UK workers themselves also want their 
employers to provide mandatory cybersecurity training and are demanding more from the Government to protect 
the country from hackers, such as appointing a Minister for Cybersecurity.

WORKERS’ INSIGHT INTO THE CURRENT STATE OF 
UK CYBERSECURITY 

Most UK workers have been directly affected 
by a cyberattack

More than four in five UK workers (82%) said they had been 
affected by some form of cyberattack. This included 27% 
saying they had experienced a phishing attack on themselves 
or their employer, 23% experiencing a data breach, and 20% 
experiencing a malware attack. Only 18% of workers said they 
hadn’t been affected by a cyberattack.

In total, 60% of respondents said they had been impacted 
by some form of a cybersecurity event. And people that had 
suffered a cyberattack were more likely to implement security 
awareness training (65%) than install more technical controls 
(58%).

Worryingly, nearly one in 10 people (8%) claimed they’d never heard of cyberattack vectors like data breaches, 
Denial of Service attacks, malware, phishing, and ransomware. 

Changes implemented by organisations and workers who experienced a cyber event

Top 5 cyber events 
experienced by UK workers
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Ransomware attack
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A worrying lack of general cybersecurity awareness

Just over one-quarter of UK workers (27%) are aware of the security risks their organization faces and adopt 
best practices to address this. Furthermore, 15% of respondents confessed that they don’t know enough about 
cybersecurity and its risks, and 20% only take cybersecurity seriously because of what they hear on the news. 

A further 10% of people are aware of the risks but don’t adopt best practices because of other priorities. While 11% 
of UK workers say they aren’t worried about cybersecurity because it doesn’t directly affect them and believe it 
was someone else’s problem.

UK workers disregard the importance of online security

Despite recognizing the importance of cybersecurity, UK workers remain reluctant to pay to secure their data 
and devices. Only one in five people said they pay for online security products, such as antivirus or a password 
manager. Compare that to one in three paying for home security and one in four paying to secure their mobile 
phone. While 39% of respondents said they don’t pay for protection on any of these items.

The national news is the UK’s primary source for cybercrime insight

National media, be it websites or television 
news, is the primary source of cyber threats and 
cybersecurity advice, with 39% relying on national 
news. However, 35% of UK workers said they rely 
on information from their place of work, which 
shows the vital role employers play in cybersecurity 
awareness. That’s followed by word of mouth (24%), 
social media (23%), and government websites (13%). 
Lastly, 10% of respondents don’t look for cyber 
advice or news.

Statements that best describe workers’ attitude towards cybersecurity

Top sources of information for cyber threat and cyber advice
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Despite a worrying lack of best practices being implemented by UK workers, they did portray concerns around 
the impact that cybercrime could have on the country. 

UK workers recognise the risks posed by cybercrime

The vast majority of respondents (87%) recognised that cyberattacks could have a major impact on everyday life if 
they affected critical services like emergency services, healthcare, oil and gas, and water treatment suppliers.

As a result, UK workers consider a large-scale cyberattack on the UK’s critical infrastructure to be as severe as 
the UK going to war. More than one in five respondents (21%) said a serious cyberattack was a significant worry, 
the same amount concerned about the UK going to war. These issues came joint-fourth on the list of the biggest 
problems facing the UK, after facing an economic recession (54%), another pandemic (50%), and climate change 
(48%).

One in five respondents also believes that Russian-backed cybercriminals are the biggest threat to UK 
cybersecurity. Other significant threats acknowledged include financially motivated hackers and Chinese-backed 
cybercriminals. 

LOOKING TO THE FUTURE OF UK CYBERSECURITY

Just over half of UK workers believe the country can prevent serious cyberattacks

The research found that 55% of respondents believe the UK was well-equipped to prevent a large-scale 
cyberattack. Only 16% of people weren’t confident in the UK’s ability to prevent serious attacks, and 28% said 
they weren’t sure. However, 46% of people believe the UK is better equipped to defend against cybercrime since 
it left the EU, compared to 34% saying it’s now in a weaker position.

Top worries for workers about the future of the UK
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The UK’s concerning lack of IoT security readiness

The threat of attacks targeting Internet of Things (IoT) devices is rising but has not significantly impacted UK 
workers. Only 7% of respondents said they or their organisation had suffered an IoT-based attack or vulnerability.

However, organisations don’t have the policies and processes in place to secure devices and defend themselves 
against the risk of IoT-borne attacks. For example, 99% of workers use connected devices to work from home, 
and 61% intend to take those devices back into their office spaces. Yet one-quarter of respondents (25%) claim 
their workplaces don’t have policies in place to secure these personal devices.

UK workers call on the government and employers to improve cybersecurity 
readiness

Nearly half of the UK workers surveyed believe the Government, critical services providers, and independent 
regulatory bodies are responsible for implementing preventative measures to protect the country from serious 
cyberattacks.

The most prominent area people want to see action in is the provision of regular, mandated workplace security 
awareness training (41% of respondents). Two in five people (40%) want to see more governmental focus on 
cybersecurity, including the creation of a Minister for Cybersecurity.

Other recommendations for increasing cyber-resilience include free resources to improve peoples’ cyber-
savviness (35%), more investment in education at secondary school level (26%) and primary school level (20%), 
and the provision of grants and vocational training to encourage students to get into cybersecurity (22%).

Workers’ confidence in the UKs ability to prevent a large-scale 
cyber-attack

Workers’ confidence in the UKs ability to prevent a large-scale 
cyber-attack (After leaving the EU)

Top actions that workers think would help the UK become more resilient to cyber-attacks

2%
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UK workers are willing to make changes to address cybersecurity, but life often gets in the way. As a result, the 
only UK workers who currently take security seriously are those who are mandated to do so by their employers. 
This makes it clear that organisations must do more to provide user-friendly tools that keep their employees 
secure, help them understand their risk exposure and provide education on the importance of cybersecurity. 

Employers need to take responsibility for helping users to understand the significant cybersecurity risks they face 
on an everyday basis and the impact it can have on them and their organisations. This includes teaching users 
about cybersecurity best practices, helping them understand how to spot signs of a security attack and secure 
their devices. It also means employers need to provide robust security software like antivirus, firewalls, multi-
factor authentication, virtual private networks (VPNs) and more that keep their users secure at all times and from 
anywhere.

Improving the UK’s resilience against cybercrime is a complex and multi-faceted issue that requires more 
awareness and input from multiple sources. UK workers are looking for their employers to help them better 
understand their cyber risk and provide more mandated training to improve their resilience. Indeed, respondents 
that had suffered a cyberattack are more likely to recommend enhanced security awareness training than 
technology or technical controls.

There’s also an onus on the Government to place more focus on preventing serious cyberattacks. While UK 
workers are looking to the Government to invest in educating young people on the risks and importance of 
cybersecurity. This increased focus may also help to address the ongoing cybersecurity skills gap and encourage 
more young people to take up careers in security.

The media also has a vital role to play in portraying the importance of cybersecurity and providing an accurate 
picture of the actual risks. Given that two in five people rely on national media to understand their cyber risk, 
more focus needs to go on the everyday threats people may encounter on the Internet. The media also needs to 
provide security advice instead of simply focusing on the impact of large-scale cyberattacks.

However, workers also need to take some responsibility for themselves by looking beyond the national news 
headlines to understand the cybersecurity threats they face. This includes ensuring their devices are updated, 
installing the latest security patches, securing accounts and devices with strong passwords and multi-factor 
authentication, avoiding insecure links, not using public Wi-Fi networks and avoiding sharing personal information 
online.

As the world becomes more connected, thanks to the ever-growing Internet of Things, the need for cybersecurity 
increases. People are bringing more devices into the workplace, working from home and other new locations 
more frequently and sharing data more regularly, often without realising they’re doing so. This only increases 
the urgency around enhancing the nation’s cyber-resilience and spreading awareness of the severe threat of 
cybercrime everybody faces on a daily basis. 

HOW THE UK CAN IMPROVE CYBER RESILIENCE

To understand how Armis can help your organisation adopt new connected devices without fear of 

compromise by cyberattack learn more about our Agentless Device Security Platform.

https://www.armis.com/armis-platform/
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About Armis
Armis is the leading unified asset visibility and security platform designed to address the new 
threat landscape that connected devices create. Fortune 1000 companies trust our real-
time and continuous protection to see with full context all managed, unmanaged, and IoT 
devices, including medical devices (IoMT), operational technology (OT) and industrial control 
systems (ICS). Armis provides passive and unparalleled cybersecurity asset management, 
risk management, and automated enforcement. Armis is a privately held company and 
headquartered in Palo Alto, California.

armis.com

info@armis.com
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